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     There has been no time more critical for 
collaboration, innovation, and strategic plan-
ning amongst Information Technology (IT) 
leadership.  Chief Information Officer (CIO) 
representatives from NPS, the Naval War Col-
lege, and the Naval Academy (known as the 
Navy Higher Education IT Consortium, NHEITC) 
held their annual meeting to discuss best prac-
tices, identify new opportunities for growth, 
and explore potential synergies.  This year, 
however, was a little different.  Invitations 
were extended to each schools’ respective 
Librarians, Comptrollers and Contracting Offic-
ers.  This inclusive approach was intended to 
be a catalyst for a truly cross-functional team 
to address IT opportunities at the Schools at 
the direction of the Vice CNO, ADM Howard, 
who chairs the Navy’s Advanced Education 
Review Board (AERB). 
     From an educational standpoint, every point 
in a Navy Officer’s educational career was rep-
resented at the table: undergraduate, gradu-
ate, and professional education.  In a resource 
and budget-constrained environment, the sim-
ple act of comparing and contrasting IT practic-
es reaped definite rewards.  Topics included 
cybersecurity, communications, project man-
agement, organizational effectiveness, and 
budgetary efficiencies.  Above all else, the 
most consistent theme was how IT can best 
enable our students and faculty in their educa-
tional and research requirements. In summary, 
leadership from Navy higher education demon-
strated that teamwork and peer engagement 
continue to play a large part in steering a well-
functioning educational IT enterprise. 
 
For questions contact Chris Gaucher at x 3417 
NHEITC Visit 
New Students Guide for IT Services 
 
What Services are Available: 
     The ITACS (Information Technology and Communications Services) name reflects the 
incorporation of all communication services, telephone support, and network support 
into the core computing functions that have been provided by the Naval Postgraduate 
School since 1953. This is a “quick start” guide to computing at the Naval Postgraduate 
School, containing a summary of the services available. 
     All requests for IT-related service — whether for problem resolution, new computer 
equipment, application or web services, network questions, firewall requests, or project-
related needs — begin with the Technology Assistance Center (TAC). 
Contact the TAC: 
831.656.1046 –or–  x1046 




*The TAC is closed Fridays from 1315-1445 for mandatory training. 
Staff Members are prepared to handle questions dealing with NPS IT facilities and ser-
vices. If they cannot provide a direct answer, they will forward your query to an NPS indi-
vidual who specializes in that area. 
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the NPS KO. The next step is to ac-
quire Amazon Web Services by 1 
Sept. The pilot candidates have 
been selected and they will actively 
participate in establishing, testing, 
and documenting the AWS pilot 
objectives. Results will be periodical-
ly briefed to the ITTF. 
        Classified Computing A&A:  
Following a months-long process 
involving thousands of hours, certifi-
cations were attained to operate 
SVTC suites and 3-year ATO 
(Authority to Operate) for the 
STBL.  Congratulations to Classified 
Computing staff and ITACS. 
     Windows 10:  Windows 10, Mi-
crosoft's newest operating system, 
was recently released. 
TAC technicians are testing compati-
bility for applications, the PC shop is 
building an image. 
NPS Employees will be able to re-
quest Windows 10.  Windows 7 can 
continue to be used until end-of-life. 
New computers will be imaged with 
Windows 10 unless otherwise re-
quested. 
   Web Content Management Up-
date:  The Web Advisory Board was 
formed 6-7 months ago, comprised 
of members across campus to rec-
ommend policies, procedures, and 
guidelines for NPS web presence 
and web-related issues.  This board 
has decided to discontinue the li-
cense for Rhythmx and for NPS to 
migrate to Liferay.  Liferay includes a 
Content Management System and 
other tools to modernize NPS' web 
presence.  Liferay can empower 
content managers to update in a 
timely manner with drag-and-drop 
functionality for a product that is 
viewable on any number of 
platforms including mobile.  The 
next step is to announce to cam-
pus.  The board will be meeting with 
content mangers to discuss pro-
gress, strategies, and a roadmap 
that includes content inventory and 
exports of documents and images. 
An NPS Style Guide (print and web) 
has been developed and released. 
Tutorials are available on how to 
use Liferay. 
Moving forward, content managers 
will be offered a chance to hear 
from existing customers regarding 
post-migration success.  Anticipate 
migration strategy meetings in mid-
September, and additional Brown-
Bag meetings. 
NHEITC Meeting: 
     During the period of 24 thru 27 
August, the NPS, NWC, and USNA 
CIO’s and their leadership teams will 
hold our annual meeting at NPS. We 
will also host the IT Services IDIQ 
MAC Industry Day on 24 September 
as well as a host vendors from Sili-
con Valley to demonstrate their 
technical capabilities and discuss 
their roadmaps. The duration of the 
time will be spent discussing IT is-
sues common to all three Schools. 
Additionally and new this year, we 
will include the Finance, Con-
tracting, and Library leadership from 
the three organizations. An update 
will be provided at the next ITTF. 
              All meeting agendas, com-
ments/ideas, links and presenta-
tions are posted on the Information 
Technology Task Force Wiki page:   
 
https://wiki.nps.edu/x/qYCWEQ   
(case sensitive) 
 
For questions contact Chris Gaucher  
at x 3417 
         The Information Technology 
Task Force (ITTF) provides an open 
forum for the review of NPS’ Infor-
mation Technology strategic deci-
sion-making.  The ITTF provides 
guidance and input to the Chief In-
formation Officer (CIO) and Director 
of ITACS in the development and 
annual update of the NPS ITACS stra-
tegic plan.   
     The ITTF meets on a monthly ba-
sis.  A meeting was held 9 July 2015 
and the main topics discussed were:  
1. Cybersecurity Update 
2. Cloud Computing Update 
3. Classified Computing A&A 
4. Windows 10 
5. Web Content Management Up-
date 
6. NHEITC Meeting Agenda 
     Cybersecurity (CS) Update.   An-
nual Cyber Awareness All Hands had 
a total of over 1,000 attendees this 
year.  Following recent high-profile 
cyber incidents including OPM and 
the Pentagon, two-factor authenti-
cation will now be required for privi-
leged or administrative account on 
the DREN.  Cybersecurity team 
members will reach out with a way 
forward. Use caution with Windows 
10 purchase offers received elec-
tronically.  Some of these are credit 
card scams or contain ransom-
ware.  In actuality, Windows 10 is 
free as an upgrade. 
Refrain from using personal email 
for official purposes. 
     Cloud Computing Update:      The 
InCommon and Internet2 NET+ Mas-
ter Services Participation agree-
ments have been reviewed, success-
fully re-negotiated, and signed by 
IT Task Force:  Piecing Together Your IT Needs 
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Poisoned Advertisements on Websites 
     Poisoned ads on websites are 
becoming more prevalent, which 
could infect your computer.  Here is 
the situation in a nutshell:  Advertis-
ers do not sell their ads to websites 
one at a time.  Websites that want 
to make money sell their advertising space to an ad network.  
Advertisers sign contracts with that ad network which then 
displays the ads on the participating websites.  The ad net-
work sits in the middle between the advertisers and the web-
sites and manages the traffic and the payments. 
     There is the problem.  Cybercriminals fool the ad network 
into thinking they are a legit advertiser, but the ads which are 
displayed on major websites are poisoned.  If you browse to a 
page with a poisoned ad on it, that is enough to run the risk 
your PC will be encrypted with ransomware or be affected by 
some other malicious code. 
     Here are a few things you can do about this.  First, disable 
Adobe Flash on your computer - or at least set the Adobe 
Flash plug-in to "click-to-play" mode - which blocks the auto-
matic infections.  Second, keep up-to-date with all security 
patches and install them as soon as they come out.  Third, 
download and install Ad Blocker plug-ins for your browser, 
these prevent the ads from being displayed in your browser 
to start with.  Also, make sure you take these actions for each 
of your preferred browsers, (i.e.  Safari, Chrome, Firefox, I.E.).  
ITACS can implement much of this for ITACS managed ma-
chines; however, it is important to protect your personal de-
vices as well. 
For questions contact Bob Goodwin at x1048 
Installing Software Yourself 
     Did you know you have the 
ability to install certain software 
programs on your office comput-
er without the assistance of the 
TAC?  Even if you don't have ad-
ministrative rights on your com-
puter, you can still install soft-
ware yourself through the 
LanDesk Software Portal Manag-
er.  You can access the Portal Manager on your Windows 
computer by doing the following: 
->Start  
   -> All Programs  
      -> Landesk Management  
         -> Portal Manager 
     Once the Portal Manager is open, you can select from a 
number of popular software packages that have been provid-
ed by the TAC.  If you do not see any software listed, click the 
refresh button in the upper right of the screen.  Once you see 
the software you'd like to install, put a check mark in the box 
next to it and click the Launch button.  The selected software 
will then be installed automatically without any further assis-
tance.  No need to contact the TAC.  The software packages 
available are continuously updated by the TAC technicians. 
     
If you have any questions or don't see the software in the 




   On July 31 NPS earned a third 
consecutive three year Authori-
ty To Operate (ATO) for the 
Systems Technology Battle Lab 
(STBL).  
   Achieving this ATO is all the 
more significant in that it came 
less than two months after the 
STBL Secure Video Teleconfer-
ence (SVTC) suites were also granted a three year ATO. 
   The STBL Accreditation and Authorization (A&A) effort that 
resulted in the ATO was an ITACS department wide project.  
Lead by the classified computing team and supported by all 
other areas within ITACS this was an in depth validation of 
the STBL's implementation of DoD and DoN IT and physical 
security requirements. 
     The team demonstrated the STBL's compliance with secu-
rity requirements to the Navy's Certifying Authority at 
NETWARCOM and the Navy Authorizing Official at U.S. Fleet 
Cbyer Command / U.S. Tenth Fleet. 
 
For questions contact Don Free x7921 
STBL Re-accredited for another Three Year Term 












IT Scheduled Maintenance 
 Who:  NPS faculty, staff, and students utilizing the network. 
 What: ITACS coordinates with representatives from the academic, administrative, and technical areas to plan and schedule mainte-
nance events that affect services, which may cause  services to be unavailable for up to 5 hours.  
 When: Every Tuesday from 1730-2130.  
 Where: Visit the NPS Intranet Home page for the latest IT maintenance announcements. 
 Unplanned Emergency: Maintenance or special circumstances (power outages or hardware failures, for example) that require down-
time are announced as necessary.  
 Sun Mon Tue Wed Thu Fri Sat 
   1 2 3 4 5 
6 7 8 




10 11 12 
13 14 15 
 
*1730 - 2130 
Maintenance  
16 17 18 19 
20 21 22 
*1730 - 2130 
Maintenance  
23 24 25 26 
27 28 29 
*1730 - 2130 
Maintenance  
30    *1730 - 2130  Maintenance on  
System-Wide Network and Email 
